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(Really) Living In The Moment
I haven’t quite managed to pull off the trick of getting clients to pay for me to go to gigs,
but in many ways I think they ought to. If you ask people, ‘where were you last time you
had a thinking breakthrough?’ almost invariably their answer will have nothing to do with
‘the office’. It will be when they were in the shower, or jogging, or swimming, or driving. Or
first thing in the morning after waking up. For me it is in a crowded room of people
listening to loud music. At the risk of breaking the spell, I figured it would be good to
understand why this is the case?
The answer, I believe begins with the physiology of the human brain. Firstly, why is it so
big?

Big, that is, compared to most other life-forms on the planet. Most other critters manage to
get through their lives okay with a brain/body size ratio far smaller than ours. The big
difference is the size of our cerebral cortex. Ours is, relatively speaking, enormous. Most
of our day-to-day functionality – breathing, digesting food, etc – doesn’t require much
brain-power at all, so the parts of our brain that control those functions are small. What we
can do that most other life-forms can’t is to think about the future. Our cerebral cortex is
effectively a big abstraction, rationalization and prediction engine. In part, this means that
we’re able to imagine long-term futures. Think through the possible consequences of our
actions before we take them. Plan out the lifestyle that we aspire to. Etc. But mainly, the
job of this part of our brain is to make predictions about the very near term future. In many
ways, when taken all together, it might be said that the primary job of our brain is to be
predicting the next half-second or second of our life. From an evolutionary perspective, the
older, core parts of our brain are busy looking at the next half-second for potential threats.
Something moves in the bushes ahead of us. What is it? Friend or foe? Should we stay or
should we go? Our survival used to (and to some extent still does) depend on our ability to
make the right flight-or-fight decisions. When we started living in tribes and there was a
need to communicate with other humans, the future prediction job became a lot tougher.
‘Does this person like me?’ ‘Are they listening to what I’m saying?’ ‘will they believe me if I
say... x?’ That’s where our cerebral cortex comes in. Empathising with others. Working out
how best to belong to the tribe. Working out how best to get others to acknowledge us,
see that we are competent and worth being associated with. The half-second prediction

©2020, DLMann, all rights reserved

job in this context is largely about detecting and interpreting micro-expressions, and then
deciding how best to respond. This is how we survive in the tribe.
All this living half-a-second in the future is hard work. The busy lives we all are expected to
lead these days in the complex environments we’ve built for ourselves, mean by the time
we get to the end of a day we’ve had enough. We need sleep, and, for the most part, we
don’t get enough of it anymore.
So, why am I the opposite of tired when I’m in a gig listening to the band? Well, part of the
answer is that the loud music is causing my body to pump itself up with adrenaline and
other pleasure chemicals. But what’s also happening is that I’m ‘in the moment’. My brain
is no longer focusing on the next half-second and what’s going on around me, it is focused
on what I’m hearing right now. The same state as top athletes when they describe
themselves as being ‘in the zone’. Or when psychologists talk about ‘flow states’
(Reference 1 being the classic text). Or – even though the word seems to have been
corrupted quite quickly by the woo-woo brigade – ‘mindfulness’. Those wonderful – and
rare – moments when we’re no longer conscious of time, our surroundings, or what might
happen in the next half-second.
This ‘right-now’ness, I think, is all about not living half-a-second into the future any more,
but rather living quite literally in the moment. The future-prediction function has been
temporarily switched off. Meaning – from the perspective of why is it that when I’m in this
kind of mind state I’m able to generate my best ideas – that a lot of the brain-power that
would normally be focused on doing the prediction job is now available to do other things.
Like working on the problem you’ve been mulling over during the day before the band
came on stage.
I believe this is the same ‘in the moment’ phenomenon that Edward Matchett was referring
to in his master ‘5M’ equation: ‘Making Media-Plus-Matter Meaningful in the Moment’
(Reference 2). His Fundamental Design Method, without wishing to distill several decades
of work down to one glib sentence, is effectively built around the ability to ‘compress time’:
load the necessary information into the brain, clearing everything out of the brain such that
‘the answer’ is able to be generated ‘instantaneously’. I realise this is difficult stuff for most
people to accept. Never mind ‘do’. Matchett never said it was easy, but he did offer a way
to get to the 5M state when he offered his students this series of steps:
Become quietly centred.
Take conscious control of your mind and body.
Let your mind surrender all desire and pretence to take command
Let go of everything that is stress inducing, all fears and anxieties.
Let go of all pre-concepts and expectations of goal, process, resources and structure.
Let go of all thoughts, anticipation, knowledge, memories and habits.
Let go of everything that inflates your ego – get yourself completely out of the way,
Let go of everything other than a ‘will to meaning’.
Perfect your nothingness, but become totally alert and available.
Permit the present moment to be your total world. Totally open to unexplored possibilities
– like a newly born babe, exceedingly vulnerable, yet unconcerned.
Make full contact with that momentary world through every available channel.
Be ‘at one’ with that world – totally unified.
Put your trust in the unknown and allow it to support you.
Go right into the silence beyond all sound and activity.
Cultivate a ‘will to meaning’ in every fibre of your being – allowing this to become strong
and real.
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For me, loud music, and maybe the adrenaline that comes with it (Reference 3) in effect
takes me through all of those steps. I can occasionally get there when I’m running or
swimming – to the extent that before either activity, I like to cram my brain with all the
information I can about a problem, knowing that, when I reach a certain level of
exhaustion, there’s a fair chance some kind of meaningful insight will appear. But with live
music, it is almost always the case that something useful will emerge.
So, I know it works. For me at least. But there’s still a problem. One of the reasons
humans like music is because of its soothing predictability. The time signature of a piece
of music sets a pulse. In popular music, the ‘optimum’ is somewhere around 120bpm. I
don’t think this half-second frequency is an accident. By maintaining this pulse rate, the
music works to lull our brain into ‘relaxing’ the future prediction engine, and thus helps
facilitate the ‘flow’ experience. But at the same time, when we ask people what makes
them experience a ‘wow’ moment while listening to music (Reference 4), the wow is
almost invariably associated with moments when our predictions are unexpectedly proved
to be incorrect. In theory, these ‘unexpected’ shifts should be things that cause us to slip
out of the flow state. And yet, for me at least, it is during these moments that very often the
insight is most likely to pop into my head. How to explain this?
Again, we find ourselves in white-space territory when it comes to formal scientific
answers to this question. Which means reverting to first principles and applying a little
TRIZ and a fair amount of my own empirical evidence from my own experiments. Here’s
what I now believe is going on…
If we plot the likelihood of enabling ‘flow’ moments as a function of the predictability of a
piece of music, we get a characteristic that looks something like this:

‘block’

completely unpredictable - free jazz

Likelihood
of Enabling
‘Flow’ Moments

completely predictable - muzak

‘trance-like’ groove

0%

100%

Degree Of Predictability

On the left hand-side of the graph is highly predictable music – often referred to as
‘elevator-music’ or ‘muzak’, the sort of thing played in supermarket and other retail
environments designed to lull people into a mind-state that makes them more amenable to
buying stuff. When I listen to one of my favourite bands, Swans, play 20 minutes thrashing
out the same chord and the same rhythm, there’s a band that understands the ability of
music to create trance-like, flow-enabling responses that, even though it is musically
adjacent, very definitely isn’t muzak.
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Then, as the predictability of the music decreases, listeners have to concentrate more and
so the likelihood of flow decreases. Or, at least it does for a while, play someone a
particularly challenging piece of free-jazz where a collection of musicians are all
(apparently) playing a bunch of different things in different time-signatures and keys, there
is a strong possibility that flow is enabled again simply because the listener has chosen to
completely block out the sound.
Almost there, this picture is missing an element that I think musicians will recognize.
Important because, of course, the musicians are also a potential part of the flow story,
because, as an audience, we’d like them to be playing well. Funk musicians use the
expression, ‘in the pocket’ to denote a group that is collectively playing in the ‘flow’ state.
Miles Davis stole the Spanish word ‘duende’ from the world of flamenco to denote the
same state. When a group of musicians are improvising, or when a listener finds
themselves in-synch with an improvisation as it is happening, they find themselves ‘in the
pocket’ or in the duende state when they can’t predict what changes are going to happen
from one of the musicians and so therefore they don’t try. The important part of that
sentence being the ‘don’t try’ words. In the pocket is quite literally in this context about
‘going with the flow’. As Miles Davis famously said, ‘do not fear mistakes, there are none’.
And, ‘It's not the note you play that's the wrong note - it's the note you play afterwards that
makes it right or wrong.’
Miles Davis allows us to modify the first graph to look like this:
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I can’t say for sure, but I have a pretty strong hunch that if we substitute music for other
things like sport, and replace the word listener with ‘customer’ and the word musician with
‘provider’, we will obtain a similar pattern. Which is to say that if I’m a person facilitating an
idea-generation workshop and am looking to get people into the important ‘flow’/mindful
state, the graph should give me one or two important clues.
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Case Study: Covid-19 And Panic-Buying
Why are crisis periods the time for innovators? Because innovation is all about breaking
rules. In normal times, society doesn’t like rule-breakers. In chaotic times, however, when
more and more people begin to realise the rules don’t apply any more, any formalized or
‘official’ route for formulating better rules is almost by definition going to be too slow.
When people are put under lockdown, there is a natural tendency to want to hoard
essentials. Much as the Government tries to re-assure citizens that there is no need to
panic-buy, it only takes one panic-buyer to trigger everyone else to stand queuing outside
supermarkets at 5 o’clock in the morning to do the same.

So, what to do in this situation? Having senior politicians appearing on television to tell
people not to panic-buy is a sure way of ensuring even more people will go out and panic
buy. Such is the level of trust in the politicians in this country these days.
Legislating to stop hoarding will likely have the same reaction. Only much slower.
So, now what to do? The responsibility then falls on to the shoulders of the supermarkets
to stop the habit. Unlike the Government, supermarkets have to deal with the real world. In
the real world, when you tell a customer they can’t do something (‘maximum one purchase
per customer’ for example), all that does is makes an unhappy customer. This is humanemotions-101: people want to feel like they’re in control (Autonomy), they want to feel like
they Belong to the right tribe, and they want to feel Competent.
How to let the customer feel like they’re in control, they feel competent to make the best
decision and are working for the societal tribe rather than just their immediate-family tribe?
Don’t tell them they can’t do something. Rather put them in a situation where they can
clearly see your rules, and then let them do whatever they like. If they don’t like your rules,
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they’re free to shop somewhere else. If they decide to continue shopping, they abide by
your rules. Which – crucially – still offer the freedom to do whatever they like.
Toilet-paper and hand-sanitiser somehow, bizarrely, transformed themselves into precious
commodities for much of the month of March. Supermarkets everywhere ran out of stock,
in most cases, within hours. Then they re-stocked. Same thing happened. So they
restocked again, this time telling people they could only buy one or two items. All this
does, then, they quickly learn is encourage customers to get creative. Mum buys one, then
dad queues up separately and he buys one, then each of their kids also queue to buy one.

But not in this Danish supermarket. There the staff came up with this idea: Hand Sanitiser
– 40Kr. Buy two hand-sanitisers – 1000Kr each. Very simple. Customer in full control of
the transaction. No legislation required. Everyone quickly learns to do the right thing
(including the super-rich, who might be quite happy to pay 2000Kr for a couple of bottles
of hand-sanitiser, but at the same time, are probably not so happy about the image of all
the other customers in the check-out queue seeing them for what they are: communitybreaking arse-holes). Simple when you know how.
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Not So Funny – The Devil’s Haircut

One of the near inevitable consequences of a global lockdown is that we’ll start to see the
return of the home-haircut. I still bear the emotional scars of the period when my Dad cut
my hair during my pre-teen years. Fortunately, thanks to the lockdown, no-one apart from
other members of the household will see the results when Mum or Dad starts wielding the
garden shears. Which, I guess also opens up some good opportunities to get creative. I
think I’ve been able to find examples of all of the Inventive Principles in the world of
tonsorial child cruelty, but one or two are a little ‘tenuous’… improved entries welcome!
Principle 1 – Segmentation
Principle 3 – Local Quality

Principle 4 – Asymmetry

Principle 2 – Taking Out/Separation
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Principle 5 – Merging

Principle 8 – Anti-Weight

Principle 9 – Prior Counter-Action

Principle 6 – Universality

Principle 7 – Nested Doll
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Principle 10 – Preliminary Action

Principle 11 – Beforehand Cushioning

Principle 14 – Spheroidality
First up, the classic ‘pudding bowl’…

Principle 12 – Equipotentiality
…then, something a bit more special…

Principle 13 – The Other Way Around

Principle 15 – Dynamics
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Principle 16 – Slightly More, Slightly Less

Principle 18 – Vibration

Principle 17 – Another Dimension
(lots of candidates for this one!)
Classic:

(imagine when running)
Principle 19 – Periodic Action

More special:
Principle 20 – Continuity Of Useful Action
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Principle 21 – Skipping

Principle 24 – Intermediary

Principle 22 – Blessing-In-Disguise
Principle 25 – Self-Service

Principle 23 – Feedback
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Principle 26 – Copying

Principle 27 – Cheap Disposable

Principle 30 – Flexible Shells & Thin
Films

Principle 28 – Mechanics Substitution

Principle 31 – Porous Materials/Holes

Principle 29 – Pneumatics & Hydraulics

(slipped halo?)
Principle 32 – Colour Change
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Principle 33 – Homogeneity

Principle 36 – Phase Transition

Principle 37 – Thermal
Expansion/Relative Change
Principle 34 – Discarding & Recovering

Principle 35 – Parameter Change

©2020, DLMann, all rights reserved

Principle 38 – Strong Oxidants/Enriched
Atmosphere

Principle 39 – Inert Atmosphere

Principle 40 – Composite Materials
…and the winner is…

(don’t stare for too long: hypnotic trance
danger)
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Patent of the Month – Hybrid Hydrogel

Patent of the month this month goes to a trio of inventors at the University of Texas
System in Austin. US10,611,648 was granted on April 7.
Inventions with the word ‘hybrid’ in the title are rarely breakthrough. Almost by definition
‘hybrid’ is equivalent to saying, ‘didn’t solve the contradiction’, an awkward, no-win, halfway house between one solution and another. In this case we get an elegant reminder
that this heuristic doesn’t always hold true. Here, in other words is a breakthrough hybrid.
The problem being tackled is succinctly described in the Background Description section
of the patent as follows:
Solar energy is a promising and abundant source to boost the revelation of renewable energy
technology. Despite the remarkable resource potential, its unmatched utilization efficiency is an
enormous challenge so far. The conversion of the sunlight to thermal energy, has been the subject
of both academic researches and industrialization efforts that have accelerated during the past
decade. As consequence, the dramatic increases in energy harvesting efficiency and concomitant
decreases in the cost enable many practical applications of solar-thermal energy, such as power
generation, domestic heating, brine desalination, and energy conversion processes.
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Brine desalination based on solar steam generation, in which the solar absorbers are dispersed in
water to directly transfer the heat to water facilitating the evaporation, is not only an efficient way
for harvesting the solar energy, but also an effective strategy to resolve the crisis of worldwide
fresh water shortage. Since the solar radiation (with flux density of ca. 1,000 W/m.sup.2, i.e. one
sun) serves as the only power input for the steam generation, it requires a highly efficient solarthermal energy conversion. In this regard, a variety of materials, including ultra-black absorbers,
plasmatic nanoparticles and thermal concentrating ceramics have been explored to enhance the
solar-thermal energy conversion efficiency. Nevertheless, the large mismatch between the strong
energy demand of water vaporization (i.e. specific heat and latent heat) and the inefficient
utilization of converted energy poses another challenge. The energy utilized by water evaporation
in air/water interface is effective. However, since the solar absorbers dispersed in water serve as
heaters, over 70% of the converted energy is consumed to heat bulk water, which can barely
accelerate the water vaporization. Therefore, thermal localization, that is, the confinement of heat
to small amount of water in air/water interface (i.e. the evaporating surface), has been proposed to
significantly improve the utilization efficiency of solar energy based on the optimized harvesting
efficiency. As a result of highly concentrated heating, the heat loss during the energy transport
from solar absorber to water becomes a serious problem hindering the further development of
solar steam generation. Although the introduction of either optical or thermal concentration system
can increase the overall utilization efficiency of solar energy, the ideal method is to realize the
highly efficient solar steam generation under one sun or even weaker natural daylight.
There remains a need for water purifiers capable of efficiently converting brine or polluted water
into potable water. There remains a need for water purifiers that can efficiently operate using solar
energy inputs. There remains a need for water purifiers that are simple to operate and do not
require expensive or complicated components.

Slightly tricky to unravel the core contradiction here, but essentially it comes down to the
fight between loss of energy when switching to a highly localized heating zone. That’s a
problem we can best map on to the Matrix like this:

And here’s the core of the conflict-solving inventive step:
The water purifying materials include hybrid hydrogels, which [can] include interpenetrating
networks of light absorbing polymers and water transport polymers. The light absorbing polymers
efficiently convert solar irradiation to heat, thereby evaporating the water as it passes through the
water transport polymer.

That will be Inventive Principle 7, Nested Doll right there. And, in ‘interpenetrating’ another
good synonym for ‘nesting’ in our automated patent search tools.
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Best of the Month – The Soft Edge

April 2020. How quickly the world changes. Crisis begets community. Crisis begets
remembering what’s important in life. And any organisation that is seen to be not playing
by the new rules quickly becomes castigated. Check out Britannia Hotels in the UK, who
wrote letters not only sacking a bunch of staff, but also kicking them out of their
accommodation the day after lock-down was announced in the UK. Or EasyJet, who
thought it was okay to accept Government handouts and at the same time pay their CEO
and shareholders a massive dividend. Or super-prat, Tim Martin, CEO of Wetherspoons
pub chain, who went on national television to tell people it was safe to keep visiting his
pubs, the same day as lock-down was announced. Or corner shops that decided to
increase the price of toilet-paper by a factor of five because of a temporary panic-buying
shortage in supermarkets. Or, for that matter, the arseholes that went on hoarding sprees,
stripping supermarkets of not only toilet-paper, but hand sanitizer, pasta, bread, pretty
much everything except Corona beer (!) and brussel sprouts, so that by the time
emergency workers coming off their 24 or 48 hour shift got to the shop, the shelves were
bare. In a crisis – a true, global, crisis now – management by ERP, EBITDA and balancesheet are no longer appropriate. Yes, companies need to do whatever they can to stay in
business, but the way to do it is to be seen as a trustworthy, do-the-right-thing citizen.
This month’s Book of the Month recommendation was published in 2014. It wasn’t exactly
ignored when it came out – how could it be when it had a foreword written by Tom Peters
and an afterword written by Clay Christensen – but it was very definitely one of those
books that fell into the ‘right message, wrong time’ domain. Talking about the ‘soft’ side of
business at a time when everyone else was focusing on the ‘hard’ side of margins, ROI,
KPIs, and other easily measured, easily spreadsheet-ed success metrics was a great way
to get filed under, ‘huh?’ Now in Covid-19 World – everything is about the soft stuff. And if
ever there was a playbook for handling this difficult ‘soft’ stuff, The Soft Edge is it. At least
business-wise. Author Rich Karlgaard knows how to talk to business leaders in business
leader language. He doesn’t dismiss the other sides of business – the ‘Hard Side’ and the
‘Strategic Base’ – but instead constructs a story of the Soft Side that complements those
other two sides. Something like a triangle:
©2020, DLMann, all rights reserved

The large bulk of the book, then, focuses on each of the five soft edge elements Karlgaard
identifies. Always a good sanity check at this stage is to check the coherence of his
structure against first principles. Achieving ‘lasting success’ demands the existence of a
system. Actually, if we think about tangible and intangible worlds, it demands two parallel
systems, one focusing on the ‘hard’ tangible side and one on the ‘soft’ intangible side. So
the Soft Edge, if it is complete, needs to satisfy the Law Of System Completeness. Which,
alas, has six elements. Nevertheless, here’s how Karlgaard’s structure matches the Law:

STORY
Coordination

Sensor

Engine

Transmission

Tool

Interface

TRUST

TEAMWORK

SMARTS

TASTE

All in all, not bad. The only thing missing from The Soft Edge is the ‘sensor’. The need to
measure what’s happening in the (intangible) system. Karlgaard’s thinking in relation to
measurement is essentially that measuring things like trust, teamwork and taste is not
possible. PanSensic tells us otherwise, but maybe, let’s put that discrepancy down to the
fact that this is 2020 and The Soft Edge was published right at the beginning of the Big
Data/Sentiment-Analysis revolution. Otherwise, the five elements he does include make
eminent sense. Not quite a how-to play-book, but definitely a set of descriptions with
enough case study evidence and insight to justify viewing the 221 pages as at least a solid
primer for any leader or manager that has now come to the realisation that last month
marked the start of a very different world to the one of January or February. During the
90s and 00s, companies could get away with pretending the Soft Edge didn’t matter. Now
it's pretty much all that matters.
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Wow In Music - Turn It On Again

"Turn It On Again" is a single by the English rock band Genesis, from their 1980 album
Duke. It reached number 8 in the UK Singles Chart. The lyrics, by Mike Rutherford,
concern a man who does nothing more than watch television. He becomes obsessed with
the people he watches on it, believing them to be his friends.
The song was built from (Principle 5) leftovers from solo album projects by each of the
three group members: The second set of verses was conceived by Tony Banks for A
Curious Feeling: "We kind of put [Rutherford's riff] – the bit he didn't use on Smallcreep's
Day, curiously enough – with the bit I didn't use on A Curious Feeling, and put these two
together. We made it much more rocky; both bits became much more rocky. My bit was a
bit more epic, and Mike's bit was a bit slower and a bit more heavy metal. (Principle 37)
And then Phil gave it a much more straightforward (Principle 2) drum part; perhaps neither
of us would have thought that we would want that on that bit [...] We put on one or two
other bits, too, that ended up from there".
The song is characterised by a rhythmic structure uncharacteristically complex for pop
music but common in the band's progressive rock back catalogue. The verse/chorus
sections alternate (Principle 19) time signatures, 6/4 to 7/4 (13/4), while the intro and
bridge sections are in 4/4 and 5/4 (9/4). The song – written mostly by Rutherford, with help
from Phil Collins – was originally much slower. Rutherford explains on the Songbook DVD:
"I had this riff [plays lead riff on guitar], but at the time I was playing it like this: [plays
slower]. And Phil said, 'Why don't you try it in a faster speed?' and then he said to me, 'Do
you realize it is in 13/8?' and I said, 'What do you mean, it's in 13? It's in 4/4, isn't it?' 'No,
it's 13.'" A spot of Principle 16 trickery there, methinks.
Collins confirms: "You can't dance to it. You see people trying to dance to it every now and
again. They get on the off-beat but they don't know why". Tony Banks adds: "You can't
dance or clap along to it because of that time signature. When we play it live, you can
always see the audience getting caught out."
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"Turn It On Again" has been a favourite at Genesis's shows. Consequently, the group's
1999 compilation Turn It On Again: The Hits and its 2007 expanded reissue, subtitled The
Tour Edition, were named after it, as was the band's 2007 Turn It On Again: The Tour
reunion tour.
Peter Gabriel played drums when he reunited with his former bandmates at 1982's Six of
the Best show and found himself baffled by its time signatures. "It was typical Peter: 'Oh, I
can play this'," observed Tony Banks. "But once he started playing, he kept looking
around going, Oh fuck! 'Turn It On Again' does funny things – it's truly a Genesis song."
It’s also the first song I danced to with my better half. Way back in 1980 at a rock disco. I
still think the reason she’s still with me, forty years later is because I didn’t get caught out
by that non-danceable Principle 16, Principle 19 time signature. Dream on, darrell, dream
on.
Let’s see what happens when they – no doubt – play the song during the Last Domino
Tour at the end of this year.
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Investments – Ultrasound Surfing Attack Protection

Already in our new world, the investment story gets turned on its head. It’s necessary only
to look at entrepreneurs like Jaffer Ali to see how this new world works. US-based, Ali,
saw that there was a hand-sanitizer shortage and not only managed to establish a new
company (Purifize), source raw materials, a factory and got the new product on the market
in eight days, but managed to start-up parallel businesses to sort out the coming PPE
mask shortage, and a couple of products for the coming lock-down of citizens. Tellingly,
the factory he identified for the sanitizer production was one that the incumbent
management had just closed down and made the staff redundant.
Anyway, in the new world, new problems and opportunities inevitably start to appear thick
and fast. Any under-employed TRIZ people might like to have a think about the new mask
problem. After people have been wearing them for a full shift, they end up looking like this:

Meanwhile, the actual focus of our investment slot this month, is a recently discovered
problem with potential bad actors hacking your phone using ultrasonic waves. Here’s a
more detailed description of the problem, courtesy of researchers at Washington
University in St Louis:
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Ultrasonic waves don't make a sound, but they can still activate Siri on your cellphone and have it
make calls, take images or read the contents of a text to a stranger. All without the phone owner's
knowledge. Attacks on cell phones aren't new, and researchers have previously shown that
ultrasonic waves can be used to deliver a single command through the air. However, new research
from Washington University in St. Louis expands the scope of vulnerability that ultrasonic waves
pose to cellphone security. These waves, the researchers found, can propagate through many
solid surfaces to activate voice recognition systems and – with the addition of some cheap
hardware – the person initiating the attack can also hear the phone's response. The results were
presented Feb. 24 at the Network and Distributed System Security Symposium in San Diego.
"We want to raise awareness of such a threat," said Ning Zhang, assistant professor of computer
science and engineering at the McKelvey School of Engineering. "I want everybody in the public to
know this."
Zhang and his co-authors were able to send "voice" commands to cellphones as they sat
inconspicuously on a table, next to the owner. With the addition of a stealthily placed microphone,
the researchers were able to communicate back and forth with the phone, ultimately controlling it
from afar.
Ultrasonic waves are sound waves in a frequency that is higher than humans can hear. Cellphone
microphones, however, can and do record these higher frequencies. "If you know how to play with
the signals, you can get the phone such that when it interprets the incoming sound waves, it will
think that you are saying a command," Zhang said.
To test the ability of ultrasonic waves to transmit these "commands" through solid surfaces, the
research team set up a host of experiments that included a phone on a table. Attached to the
bottom of the table was a microphone and a piezoelectric transducer (PZT), which is used to
convert electricity into ultrasonic waves. On the other side of the table from the phone, ostensibly
hidden from the phone's user, is a waveform generator to generate the correct signals. The team
ran two tests, one to retrieve an SMS (text) passcode and another to make a fraudulent call. The
first test relied on the common virtual assistant command "read my messages" and on the use of
two-factor authentication, in which a passcode is sent to a user's phone – from a bank, for instance
– to verify the user's identity.
The attacker first told the virtual assistant to turn the volume down to Level 3. At this volume, the
victim did not notice their phone's responses in an office setting with a moderate noise level.
Then, when a simulated message from a bank arrived, the attack device sent the "read my
messages" command to the phone. The response was audible to the microphone under the table,
but not to the victim.
In the second test, the attack device sent the message "call Sam with speakerphone," initiating a
call. Using the microphone under the table, the attacker was able to carry on a conversation with
"Sam."
The team tested 17 different phone models, including popular iPhones, Galaxy and Moto models.
All but two were vulnerable to ultrasonic wave attacks.
Ultrasonic waves made it through metal, glass and wood.
They also tested different table surfaces and phone configurations. "We did it on metal. We did it
on glass. We did it on wood," Zhang said. They tried placing the phone in different positions,
changing the orientation of the microphone. They placed objects on the table in an attempt to
dampen the strength of the waves. "It still worked," he said. Even at distances as far as 30 feet.
Ultrasonic wave attacks also worked on plastic tables, but not as reliably. Phone cases only
slightly affected the attack success rates. Placing water on the table, potentially to absorb the
waves, had no effect. Moreover, an attack wave could simultaneously affect more than one phone.
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Zhang said the success of the "surfing attack," as it's called in the paper, highlights the less-often
discussed link between the cyber and the physical. Often, media outlets report on ways in which
our devices are affecting the world we live in: Are our cellphones ruining our eyesight? Do
headphones or earbuds damage our ears? Who is to blame if a self-driving car causes an
accident?
"I feel like not enough attention is being given to the physics of our computing systems," he said.
"This is going to be one of the keys in understanding attacks that propagate between these two
worlds."

And, the reason this ‘problem’ is in the investment section, is that the potential solutions
are so potentially simple. Here’s Zhang again…
One idea would be the development of phone software that analyzes the received signal to
discriminate between ultrasonic waves and genuine human voices.
Changing the layout of mobile phones, such as the placement of the microphone, to dampen or
suppress ultrasound waves could also stop a surfing attack.

If you don’t happen to have access to phone software or the ability to re-design phone
hardware, then try this one:
…there's a simple way to keep a phone out of harm's way of ultrasonic waves: the interlayerbased defense, which uses a soft, woven fabric to increase the "impedance mismatch."
In other words, put the phone on a tablecloth.

…or perhaps something more elegant? You have eight days. Starting now. If you need a
bit more information, you can watch a demonstration of the problem here:
https://scitechdaily.com/surfing-attack-new-way-to-hack-siri-google-assistant-withultrasonic-waves/
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Generational Cycles – Crossing The Crisis Threshold

‘Somewhere between 2020 and 2025, the Crisis Period will reach a climax and the
transition to a new societal S-curve will happen.’ Words we’ve been using in relation to
Strauss & Howe’s generation cycles model pretty much since we first read the The Fourth
Turning in 1998. We couldn’t predict what the climax would look like back then. Nor could
we do it in 2012 when we published TrenDNA. To a large extent, we still couldn’t predict it
in November 2019. What we have been able to say is that there were multiple candidates
for the role – ‘wobbling dominoes’ – and that it would only take one domino to fall over for
all the other ones to follow suit. Now, in April 2020, we at least know what the first domino
to fall is: pandemic. Covid-19 has forced the world to Cross The S-Curve transition
Threshold. The world of April 2020 looks, feels and is fundamentally different to the world
before March. We’ve been forced to jump off a cliff, and no-one knows what happens
when we land. Will we have been able to design and build a parachute in time? What will it
look like? That we still can’t and don’t know. But the fact that the Threshold has been
crossed, does tell us quite a lot about what to expect in the next four or five years. Here’s
the Joseph Campbell ‘Hero’s Journey’ model in its S-curve-transition form:
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Having Crossed The Threshold, we now find ourselves in the Tests, Allies & Enemies
stage of the Journey. This is the ‘exciting’ car-chase, boy-chases-girl, realization of who
are the goodies (people that work for the greater good) and baddies (those that continue
to be selfish and seek to profit from the misfortunes of others, ridding of false prophets,
etc), part of the story. Out of all of this turmoil, eventually, society will approach its ‘Inner
Cave’ followed by the Ordeal (Contradiction). The David meets Goliath period, the time
when the true darkest hour arrives. The time when the best of mankind sees us through to
the Reward.
During the last cycle, the time from Threshold to Reward (if the bombing of Hiroshima and
Nakagawa could ever be described in such terms) was 4 to 6 years, depending where in
the world you lived. Whether it will be the same period this time around, I don’t think we
can know for sure. If I had to make a bet right now, I’d say probably a little shorter, if only
because today’s world has less damping than the one that existed in the first half of the
1940s. I think we’ll be in a better position to see how quickly the Innermost Cave will
become visible later this year in the US elections. Assuming they happen, of course.
Meanwhile, the ’Ordeal’ candidates, as far as I can see, pretty much remain the same list
of candidates as we projected in TrenDNA:
- Gap between haves and have nots reaching unsustainable levels
- Religious conflict
- Geo-political conflict
- Man-versus-Environment and Climate Change
To that list, based on what’s happened in the last eight years, we might add the following
new candidates:
- Destruction of democracy by social media caused fractionation
- Feminization of nature (talked about in the early 90s, now invisible, but the
problem is still with us and getting worse)
- Bio-diversity collapse (a subset of climate change, but also connected to the
above and modern farming practices)
One wag has already suggested that the start of the next generation is already with us and
that they will be known as the Coronials. Much as a part of me would love for this to be the
case, its too soon for the new Generation. Their lives start after the Ordeal has been
passed and life can begin to return to normal. If social-distancing continues for too much
longer, I can well imagine that the baby-boom that happens after Crises are over, is a
dead cert.
For all those reminding us all of the expression, ‘may you live in interesting times’, I think
we can now safely say, the curse has well and truly begun.
Forewarned is forearmed. Keep safe everyone.
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Biology – Kingfisher Beak

In the late 90’s Japanese engineers modeled a bullet train after a kingfisher, a diving bird
found in many parts of the world. Kingfishers have a large head and a long, narrow beak.
In Japan, they have had fast bullet trains since the 1960s. They were getting so fast that
the typical bullet shape was causing a loud booming sound when these trains would exit
typical train tunnels. The booming, it turned out, had to do with the shape of the face of the
train, the buildup of a ‘cushion’ of air ahead of the train and the sudden shift in air
properties that occurred as the nose of the train first exited the tunnel. At 300 kilometers
an hour, some of the airflow became supersonic which in turn caused the booming sound
that was waking up people who lived nearby.
One of the engineers on the team trying to solve the problem was a birdwatcher. He had
witnessed a kingfisher bird diving down through the air, going into the water and creating
very little splash. So he thought, I wonder if I could apply this principle to the shape of the
front of the bullet train, there being a parallel between the density change taking place as
a kingfisher enters water and when a bullet train enters (or exits) a tunnel. And so they did
model the front of the train like the kingfisher’s face. It has a pointy part to it just like the
beak of the kingfisher. And sure enough when they tried out that new model, it moved
through without creating the boom. And it saved them 10-15% more energy because it
was more aerodynamic.

©2020, DLMann, all rights reserved

It is the kingfisher’s ability to control these same local airflow accelerations that is the
secret to their ripple-less water entry. From a contradiction solving perspective, evolution
has given the kingfisher a solution to a pressure-versus-speed conflict. Which, from a
Matrix perspective, is typically solved like this:

Principle 17, Another Dimension – elongate the beak (or nose of the train), and as height
increases from the beak-tip to the bird’s head, have a constant level of curvature (Principle
14).

Bernoulli would have been proud.
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Short Thort
“We have been to the moon,
we have charted the depths of the ocean and the heart of the atom,
but we have a fear of looking inward to ourselves
because we sense that is where all the contradictions flow together.”
Terence McKenna

“It’s clearly a crisis of two things: of consciousness and conditioning.
We have the technological power, the engineering skills to save our planet,
to cure disease, to feed the hungry, to end war;
But we lack the intellectual vision, the ability to change our minds.
We must decondition ourselves from 10,000 years of bad behavior.
And, it’s not easy.”
Terence McKenna

News
IMechE Webinar
We’re publishing the ezine a little earlier this month so readers might have an opportunity
to hear about a webinar Darrell will be conducting through the Institution of Mechanical
Engineers. The subject will be ‘TRIZ For A Post-Pandemic World’ and will take place
between 11am and midday, UK-time, on Wednesday April 29. Anyone interested can
register – for free – at https://www.imeche.org/training-qualifications/training-details/trizfor-a-post-pandemic-world. All being well, the webinar will serve as a precursor to a series
of four 2-hour online teaching sessions of the long-established ‘21st Century TRIZ’
workshops we’ve been conducting for the Institute.
ISPIM
…are convening their 31st Innovation Conference in the virtual world for the first time. The
event will be happening from 7-10 June. There’s a special ‘Crisis-Driven Innovation’
session, and that’s the one we’re expecting to be presenting at. More details as the final
conference schedule gets finalized.
The Hero’s (Start-Up) Journey
Don’t faint. There haven’t been too many advantages of the global lockdown, but one of
them has been the opportunity it has provided to start clearing the backlog of (13)
unfinished manuscripts. We’re happy to announce that the first of the list has now been
completed and the finished manuscript has been sent to the printers. Given the subject
matter and intended audience (people starting new businesses), we expect to be
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launching the ebook version simultaneously with the (limited edition – only 500 copies) of
the paper version. Printer-workload permitting, we expect both versions to be available
from our online shop by the end of May…
Harnessing Knowledge, Innovation and Competence in Mission Critical Systems
We’re happy to announce the publication of the Harnessing Knowledge… book, with a
chapter by Darrell. Interested readers can read the full chapter, “Knowledge Redundancy
Cycles in Complex Mission-Critical Systems” at:
http://mts.intechopen.com/articles/show/title/knowledge-redundancy-cycles-in-complexmission-critical-systems
If anyone gets really interested and wants to purchase a copy of the whole book, get in
touch with the publishers at orders@intechopen.com.
Online Shop
…speaking of the online shop, eagle-eyed readers will have realized that all of the
physical products we offer for sale have been removed during the lockdown. This is
because we made the decision that sending people out to the Post-Office was a breach of
UK lockdown instructions and that we had an obligation to comply. We’re happy for
couriers to come and collect parcels from the office, but, especially for overseas
shipments, the courier cost for this kind of service usually exceeds the cost of the books
themselves. The only exception to this rule is for large parcels… if you happen to be
thinking about buying multiple copies of a book for the team, please contact us and we’ll
organize a courier solution. Otherwise, we’re anticipating that lockdown restrictions will
begin to be slackened in the UK in the next few weeks…
HOSI (Technical)
…meanwhile, we’ve finally made the ebook version of our best-selling book, Hands-On
Systematic Innovation, available. Here’s the place to buy it…
http://store.systematic-innovation.com/hands-on-systematic-innovation-for-technical-pdf/
A New (Post-Pandemic) World
We have had a couple of clients asking us to do some TrenDNA work on what their
industry is likely to look like after the direct pandemic effects subside. One of our favourite
kinds of project. We have not yet managed to convince any clients to fund the big
‘everything’ global version. Which is a pity since having the global version makes the job
of doing the sector-wide studies a lot easier and more defendable. So… we’ve decided to
bite the bullet and do the global version ourselves. If any readers wish to get involved,
we’re always happy to add new brains to the team. Some familiarity with TrenDNA would
be helpful, but not essential… in the first instance, we are busy collecting comments and
predictions from assorted global thought-leaders to feed into the analysis.
New Projects
This month’s new projects from around the Network:
Healthcare – Problem-Solving Project
Healthcare – Logistics Project
Healthcare – Invent-to-Order Project
Transport – Post-Pandemic TrenDNA Scenario Project
Food – PanSensic Analysis Project
Consulting – Invent-To-Order Patent Project
Government – Innovation Strategy Study
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